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attacks on oil tankers’,
https://www.washingtonpost.com/world/national-security/with-trumps-approval-pentagon-
launched-cyber-strikes-against-iran/2019/06/22/250d3740-950d-11e9-b570-6416efdc0803_story.html.
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1. National Cyber Security Strategy

W ogd gz Y
HM Government, ‘National Cyber Security Strategy 2016-2021', 2016,
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National Audit Office, ‘Progress of the 2016-2021 National Cyber Security Programme’, 15 March 2019, p. 20,

https://www.nao.org.uk/wp-content/uploads/2019/03/Progress-of-the-2016-2021-National-

CyberSecurity-Programme.pdf.

5. National Audit Office

6. HM Government, ‘National Cyber Security Strategy 2016-2021, p. 51
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Dominic Nicholls, ‘Britain is “at war every day” due to constant cyber attacks, Chief of the Defense Staff
says’, Telegraph, 29 September 2019,
https://www.telegraph.co.uk/news/2019/09/29/britain-war-every-day-due-constant-cyberat-
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UK Ministry of Defense, ‘Joint Concept Note 2/17, Future of Command and Control’, September 2017,
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/
file/643245/concepts_uk_future_c2_jcn_2_17.pdf.
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1. Digital, Culture, Media, and Sport

2. Strategic Command

3. Joint Forces Cyber Group

4. MoD Corsham

5. Tri-Service Information Assurance Units

6. Secret Intelligence Service

7. Defense Science and Technology Laboratory
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Organization for Economic Co-operation and Development, ‘Measuring the Digital Transformation: A
roadmap for the future’, 11 March 2019, p. 34,
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Gleb Chuvpilo, ‘Al Research Rankings 2020: Can the United States Stay Ahead of China?’, 21 December
2020,
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4. Tsinghua University, Peking University, Shanghai Jiaotong University

100 92y .0

Bach Xuan Tran et al., ‘Global evolution of research in artificial intelligence in health and medicine:
A bibliometric study’, Journal of Clinical Medicine, vol. 8, no. 3,14 March 2019, p. 9,
https://www.mdpi.com/2077-0383/8/3/360/pdf
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1. Joint Cyber Reserve Force
2. BT

3. Virgin Media

4. IP-based Services
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1. Cisco, Ericsson, Fujitsu, Nokia and Siena
2. Redundancy
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International Telecommunication Union, ‘Global Cybersecurity Index 2018’, pp. 30, 62,

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf.
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3. Computer Emergency Response Team

4. National Cyber Crime Unit

5. National Crime Agency

6. Regional Organized Crime Units
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Centre for the Protection of National Infrastructure, ‘Critical National Infrastructure’,
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2. Cyber Aware, Cybersecurity Challenge, Cyber Essentials and Get Safe Online
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National Cyber Security Programme’, 2019, p. 1,

https://www.nao.org.uk/wp-content/uploads/2019/03/Progress-of-the-2016-2021-National-
Cyber-Security-Programme.pdf
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Sam Donaldson etal., ‘UK Cyber Security Sectoral Analysis 2020, Department for Digital, Culture, Media
and Sport, January 2020, pp. 2, 44, 63,73,
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/
file/861945/UK_Cyber_Sectoral _Analysis__2020__Report.pdf.
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UN Office for Disarmament Affairs, ‘Developments in the field of information and telecommunications
in the context of international security’,
https://www.un.org/disarmament/ict-security
2. Cybersecurity Capacity Maturity Model for Nations

LEREELY S
Global Cyber Security Capacity Centre, ‘Cybersecurity Capacity Maturity Model for Nations’, Oxford Uni-
versity, 2017,
https://cybilportal.org/tools/cybersecurity-capacity-maturitymodel-for-nations-cmm-revised
-edition
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2018,
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Canada Privy Council Office, ‘Securing an Open Society: Canada’s National Security Policy’, 2004,
http://publications.gc.ca/collections/Collection/CP22-77-2004E.pdf
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Public Safety Canada, ‘Securing an Open Society: Canada’s National Security Policy’, 2015,
https://www.publicsafety.gc.ca/cnt/ntnl-scrt/scrng-en.aspx
4. Canadian Center for Cyber Security
5. National Cyber Crime Coordination Unit
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1. Canadian Armed Forces
2. Department of National Defense
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Public Works and Government Services Canada, ‘Defensive Cyber Operations’, Letter of Interest,
Solicitation No. W6369-17DE25/B, 2017, p. 1,
https://buyandsell.gc.ca/cds/public/2017/12/18/637ad14072ef720ed0c51146992cca46/ABES.PROD.
PW__QE.B049.E26594.EBSU000.PDF.

ERY: 9w §92) ¥

Canadian Department of National Defense, ‘Integrated Capstone Concept’, 2009, pp. 28-30,
http://publications.gc.ca/collections/collection_2012/dn-nd/D2-265-2010-eng.pdf.
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Canadian House of Commons, ‘Standing Committee on National Defense, Evidence, Tuesday 30 January 2018’,
https://www.ourcommons.ca/DocumentViewer/en/42-1/NDDN/meeting-77/evidence
2. Communications Security Establishment
3. Canadian Security Intelligence Service
4. Royal Canadian Mounted Police, Industry Canada, Treasury Board Secretariat and Privacy Commissioner

13090 £y O
Canadian Armed Forces, ‘Strong, Secure, Engaged: Canada’s Defense Policy’, 2017,
http://dgpaapp.forces.gc.ca/en/canadadefence-policy/docs/canada-defence-policy-report.pdf.
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1. Public Safety Canada
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Public Safety Canada, ‘Cyber Security in the Canadian Federal Government’, 2018,
https://www.publicsafety.gc.ca/cnt/ntnlscrt/cbr-scrt/fdrl-gvrnmnt-en.aspx
3. Cyber Center
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Public Safety Canada, ‘Speech on Canada’s evolving national security architecture in a constantly
changing and very difficult world’, 15 January 2019,
https://www.canada.ca/en/public-safety-canada/news/2019/01/speech-on-canadasevolving-
national-security-architecture-in-a-constantlychanging-and-very-difficult-world.html
5. Director General for National Cyber Security
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Public Safety Canada, ‘Speech on Canada’s evolving national security architecture in a constantly changing
and very difficult world’, 15 January 2019,
https://www.canada.ca/en/public-safety-canada/news/2019/01/speech-on-canadasevolving-
national-security-architecture-in-a-constantlychanging-and-very-difficult-world.html
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Canadian Armed Forces, ‘Strong, Secure, Engaged: Canada’s Defense Policy’, p. 72. For more information
onthe CAF’s cyber planning,

https://www.canada.ca/en/department-nationaldefence/corporate/reports-publications/proactive
-disclosure/cow-estimates-a-2019-20/joint-capabilities.html.
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Numerous statements made during a Public Safety Committee meeting, 22 March 2018,
https://openparliament.ca/committees/public-safety/42-1/101/?singlepage=1
3. Joint Force Cyber Component Commander
4. Defense Chief Information Officer
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Len Bastien (Defense Chief Information Officer and Assistant Deputy Minister, Information Management,
Department of National Defense) statement at the National Defense Committee, 30 January 2018,
https://openparliament.ca/committees/national-defence/42-1/77/len-bastien-1/only
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7. General Director Cyber
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Commodore Richard Feltham (Director General, Cyberspace, Department of National Defense) statement
at the National Defense Committee, 30 January 2018,
https://openparliament.ca/committees/national-defence/42-1/77/commodore-richard-feltham-1/only.
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1. Canadian Forces Network Operations Center
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LCDR J.T.D.S. Turner, ‘Royal Canadian Navy Cyber Incident Response Team’, Canadian Forces College,
2016, p. 3,
https://www.cfc.forces.gc.ca/259/290/318/192/turner.pdf.
3. Shared Services Canada
4. Canadian Forces Intelligence Command
5. Armed Forces Information Operations Group
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‘Canadian Armed Forces Cyber Activities’, 2019,
https://www.canada.ca/en/departmentnational-defence/corporate/reports-publications/proactive-
disclosure/cow-estimates-a-2019-20/joint-capabilities.html.
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1. Secret Intelligence Service
2. Canadian Forces Intelligence Command

105 gy LW
International Telecommunication Union, ‘Core Household Indicators’, June 2019,
https://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2019/CoreHouseholdIndicators_
Jun2019.xlIsx.
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Canadian Wireless and Telecommunications Association, ‘Facts & Figures’, 2019,
https://www.cwta.ca/facts-figures.
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International Trade Administration (United States), ‘Canada: Country Commercial Guide’, 3 August 2020,
https://www.trade.gov/knowledge-product/canada-information-andcommunications-technology
—ict#:~:text=The%20Canadian%20ICT%20sector%?20is,with%20%249.3%20billion%20in%202019.
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OECD, Digital Economy Outlook 2020, Chapter 11, ‘Artificial intelligence’,
https://www.oecd-ilibrary.org/sites/bb167041-en/1/3/11/index.html?itemld=/content/publication/
bb167041-en&_csp_=509e10cb8ea8559b6f9cc53015e8814d&itemIGO=0ecd&itemContentType=-
books#section-213.
4. Superclusters
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‘About Canada’s Supercluster Initiative program’, 1 December 2020, https://www.ic.gc.ca/eic/site/093.
nsf/eng/00016.html.
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Toronto Global, ‘Quick Facts’,
https://torontoglobal.ca/Discover-Toronto-region/Toronto-region-quick-facts.
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Innovation, Science and Economic Development Canada, ‘Canada’s Digital Charter in Action: A Plan by
Canadians, for Canadians’, 2019, https://www.ic.gc.ca/eic/site/062.nsf/vwapj/Digitalcharter_Report_
EN.pdf/Sfile/Digitalcharter_Report_EN.pdf
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Public Safety Canada, ‘National Cyber Security Strategy -Canada’s Vision for Security and Prosperity in
the Digital Age’, 2018,
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ntnl-cbr-scrt-strtg/ntnl-cbr-scrt-strtg-en.pdf.
4. World Intellectual Property Organization
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Cornell University, INSEAD and the World Intellectual Property Organization, ‘Global Innovation Index
2020: Who Will Finance Innovation?’, pp. 54-6,
https://www.wipo.int/edocs/pubdocs/en/wipo_pub_gii_2020.pdf
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OECD, ‘Measuring the Digital Transformation: A Roadmap for the Future’, 2019, p. 37,
https://www.oecd.org/publications/measuring-the-digital-transformation-9789264311992-en.htm
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Canadian Institute for Advanced Research, ‘Building an Al World: Report on National and Regional Al
Strategies Second Edition’, May 2020,
https://cifar.ca/wp-content/uploads/2020/10/building-an-ai-world-second-edition.pdf
2. North American Aerospace Defense Command
3. Combined Force Space Component Command
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Cody Chiles, ‘CFSCC establishment ceremony held at Vandenberg', Air Force Space Command, 2 October 2019,
https://www.afspc.af.mil/News/Article-Display/Article/1983986/cfscc-establishment-ceremony
-held-at-vandenberg
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‘Emergency management organizations’, Get Prepared website,
https://www.getprepared.gc.ca/cnt/rsrcs/mrgnc-mgmt-rgnztns-en.aspx
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1. Cyber Security Event Management Plan
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‘Government of Canada Cyber Security Event Management Plan (GC CSEMP) 2019,
https://www.canada.ca/en/government/system/digital-government/onlinesecurity-privacy/security
-identity-management/governmentcanada-cyber-security-event-management-plan.html.
3. National Computer Emergency Response Team
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Canadian Centre for Cyber Security, ‘About the Cyber Centre’,
https://www.cyber.gc.ca/en/about-cyber-centre

ELERESHETY- A
Public Works and Government Services Canada, ‘Defensive Cyber Operations’, Letter of Interest,
Solicitation No. W6369-17DE25/B, 2017, pp. B1-3.
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‘Government of Canada, Cyber Security Event Management Plan (GC CSEMP) 2019’
7. National Cross-Sector Forum
8. Federal-Provincial-Territorial Critical Infrastructure Working Group
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1. Canadian Network for Security Information Exchange
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For further information, see Public Safety Canada, ‘Critical Infrastructure’, updated 19 August 2020,
https://www.publicsafety.gc.ca/cnt/ntnl-scrt/crtcl-nfrstrctr/index-en.aspx
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National Defense and the Canadian Armed Forces, ‘The Canada-U.S. Defense Relationship’,
Backgrounder, 4 December 2014,
http://www.forces.gc.ca/en/news/article.page?doc=the-canada-u-s-defence-relationship/hob7hd8s.
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https://www.treaty-accord.gc.ca/text-texte.aspx?id=105000.
5. Public Safety Canada
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Public Safety Canada, ‘Cybersecurity Action Plan between Public Safety Canada and the Department of
Homeland Security’, 2015,
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/cybrscrt-ctn-plan/index-en.aspx.
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publications/ncta-2020-e-web.pdf.
(CIRA) LS eiyinl el 3Sye WY
‘CIRA 2020 Cyber Security Report’, https://www.cira.ca/cybersecurity-report-2020.
xu‘)_vl_'z.o(,ll.oJlu_u aolxsl Y
‘Global Cybersecurity Index 2018, p. 56, https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.O1-
2018-PDF-E.pdf
1 0gd poy W
Amaliah Reiskind, ‘Canada’s Cyber Security: A Discussion with Public Safety Canada’, NATO Association
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1. National Cybersecurity Action Plan (2019-2024)
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UN Office for Disarmament Affairs, ‘Developments in the field of information and telecommunications
in the context of international security’,
https://www.un.org/disarmament/ict-security.
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Reiskind, ‘Canada’s Cyber Security: A Discussion with Public Safety Canada’.
4. Paris Call for Trust in Security in Cyberspace (2018)
5. Convention on Cyber Crime
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Chart of signatures and ratifications of Treaty 185, Council of Europe, 2019, https://www.coe.int/en/
web/conventions/full-list/-/conventions/treaty/185/signatures?p_auth=zrS8ISMY
7. Rapid Response Mechanism
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Stephanie Carvin, ‘Canada and Cyber Governance: Mitigating Threats and Building Trust’, in Governing
Cyberspace during a Crisis in Trust, Centre for International Governance Innovation, 2019, p. 93,
https://www.cigionline.org/sites/default/files/documents/Cyber%20Series%20Web2.pdf
2. NATO Cooperative Cyber Defense Center of Excellence
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‘In Pursuit of Total and Unbreachable Protection of Cyberspace, Part I: Canada, a Leader in Cyber
Defense’, 2018,
http://natoassociation.ca/in-pursuit-of-total-and-unbreachable-protection-ofcyberspace-part-i-
canada-a-leader-in-cyber-defence
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Communications Security Establishment, ‘Canada and Allies Identify China as Responsible for
Cyber-Compromise’, 20 December 2018,
https://cse-cst.gc.ca/en/media/media-2018-12-20.
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Government of Canada, ‘Future Force Design’, 17 April 2019,
https://www.canada.ca/en/department-national-defence/corporate/reports-publications/departmental
-plans/departmentalplan-2019-20-index/planned-results/future-force-design.html.
2. CSE Act

EEREWETY Ty
Government of Canada, ‘Order Fixing August 1, 2019 as the Day on which Part 3 of that Act Comes into
Force: SI/2019-70’, Canada Gazette, Part Il, vol. 153, no. 15,
http://www.gazette.gc.ca/rp-pr/p2/2019/2019-07-24/html/si-tr70-eng.html.
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1. Australian Signals Directorate
2. Information Warfare Division
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1. E-Security Strategy

1 0gd oy Y
Australian Government, Attorney-General's Department, ‘Cyber Security Strategy’, Canberra,
November 2009.
https://www.enisa.europa.eu/topics/national-cyber-securitystrategies/ncss-map/AGCyberSecurity
Strategyforwebsite.pdf
3. Computer Emergency Response Team
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Gary Waters, ‘National Cyber Emergency Policy for Australia: Critical Infrastructure’, in Greg Austin (ed.),
National Cyber Emergencies: The Return to Civil Defense (Abingdon: Routledge, 2020), pp. 93-105.
5. Cyber Security Operations Center
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Australian Government, Department of the Prime Minister and Cabinet, ‘Australia’s Cyber Security
Strategy: Enabling Innovation, Growth and Prosperity’, Canberra, 2016.
https://www.homeaffairs.gov.au/cyber-security-subsite/files/PMCCyber-Strategy.pdf.
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2. Australian Security Intelligence Organization
3. Australian Cyber Security Center
4. Attorney General's Department
5. Department of Home Affairs
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Australian Government, Department of Home Affairs, ‘Australia’s Cyber Security Strategy’, Canberra,
August 2020.
https://www.homeaffairs.gov.au/cyber-security-subsite/files/cyber-security-strategy-2020.pdf.
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Australian Government, Department of Defense, ‘2016 Defense White Paper’, Canberra, 2016.
https://www.defence.gov.au/WhitePaper/Docs/2016-Defence-White-Paper.pdf.
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1. Australian Defense Force
2. Joint Capabilities Group
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Australian Government, Department of Defense, ‘2020 Defense Strategic Update’, Canberra, July 2020.
https://www.defence.gov.au/StrategicUpdate-2020/docs/2020_Defence_Strategic_Update.pdf
4. Defense Strategic Update
5. Force Structure Plan
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Australian Government, Department of Defense, ‘2020 Force Structure Plan’, Canberra, July 2020.
https://www.defence.gov.au/StrategicUpdate-2020/docs/2020_Force_Structure_Plan.pdf.
7. Cyber Security Strategy
8. Scott Morrison

A



oo il o180 coliws Sl oyl 5o )b gl sl Sbicel ¢zl o (Fadgy 0
20 9 192 o) slaaiaslyd jl Gl Slelbl g sylw slagaiailys
Cramwds cdgo elds slBuns aias e oluis Lyasw ¢yl Lol |48 uuSBs, g0
laws Bow (oS slawldas dan 1dBSuSEs Licso glgicdy wlellbl) og g0
p9e0-"(SleMbl (5,3, pggdo (ADF) Ll (i)l g cdgo astdl . cwlos,S
b Glie Fo¥e JLuw jo .05 500 5540 095 @ilyLebl jo |y-I50 el solaiwlsgo
sl 655 45 oy diio Wil L] polas sLas slaobles @l gooas
h3d g S ol (615 (sl Al wiciw ¢yl 99 0 4185 . cawwloais Guisddub

w008 a5 Wil eiglaio bolyi 40 4293 b o slocnglel 5l 20

cyllilg pauilediiheSs
Sl e’ Sl ddubg Wil jjecumins cawby b "ainlS Gle el dieS
da )3 yjgcintn 28lg)s .9)ls dagey |y oS el il diej 4o (ol
=2l ©blao duoyls sagenlyla 8 US aaileyd g cawl )i s lo clgs jol
e g sllo el J5luwe yo ju5 ((is))) elas lag o suleyd ) lisLuw
diwlS Llo ciial diaS Ll (5938 g (Slelb] slaolys dar Jold) ldilselig

h kool slacglgl g anaz slaspaly ol aile OUS slaciwluw codgiue

100 92y

Australian Government, Prime Minister of Australia, ‘Address - Launch of the 2020 Defense Strategic
Update’, Canberra, 1 July 2020.
https://www.pm.gov.au/media/address-launch-2020-defence-strategic-update.
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4. National Security Committee of Cabinet
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1. Expenditure Review Committee of Cabinet
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Australian Government, Australian Signals Directorate, ‘Accountability’.
https://www.asd.gov.au/accountability
3. Joint Cyber Unit
4. Joint SIGINT Unit
5. Defense Signals Intelligence and Cyber Command
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Australian Government, Department of Defense, ‘Defense Chief Announces New Command’, Canberra,
30 January 2018.
https://news.defence.gov.au/media/media-releases/defence-chief-announces-new-command.
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3. Australian Cyber Security Center
4. Australian Security Intelligence Organization
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1. Australian Secret Intelligence Service
2. Director of National Intelligence
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International Telecommunication Union, ‘Statistics’, https://www.itu.int/en/ITU-D/Statistics/Pages/
stat/default.aspx;
Organization for Economic Co-operation and Development (OECD), ‘Measuring the Digital Transformation:
A roadmap for the future’, 11 March 2019, pp. 54,101, 121,
https://www.oecd.org/publications/measuring-the-digital-transformation-9789264311992-en.htm.
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OECD, ‘Measuring the Digital Transformation: A roadmap for the future’, p. 71.
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SC Johnson College of Business Cornell University, INSEAD and the World Intellectual Property Organization,
Global Innovation Index 2020: Who Will Finance Innovation?, 2020, pp. xxxiv, Xxxvi, 15.
https://www.globalinnovationindex.org/Home.
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Gleb Chuvpilo, ‘Al Research Rankings 2020: Can the United States Stay Ahead of China?’, 21 December
2020.
https://chuvpilo.medium.com/ai-research-rankings-2020-can-theunited-states-stay-ahead-of-chi-
na-61cf14b1216.
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Australian Government, ‘Artificial Intelligence: Solving problems, growing the economy and improving
our quality of life’, 2019, p. iv.
https://data6l.csiro.au/~/media/D61/Al-Roadmap-assets/19-00346_DATA61_REPORT_AlI-Roadmap
_WEB_191111.pdf?la=en&hash=58386288921D9C 21EC8C4861CDFD863F1FBCD457
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‘Global VC Bets on Australian Quantum Computing Start-Up Q-Ctrlin Us$15m Series A’, Quantaneo, 10
September 2019. https://www. quantaneo.com/Global-VC-bets-on-Australian-quantumcomputing-
start-up-Q-CTRL-in-US15m-Series-A_a205. html;
IARPA, ‘US investing in quantum tech at Sydney University’, Technology Decisions, 9 May 2016.
https://www.technologydecisions.com.au/content/it-management/article/us-investing-in-quantum-
tech-at-sydney-uni-672014055.
4. Defense Science and Technology Group
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Australian Government, Department of Defense, ‘Defense Science and Technology Group'.
https://www.dst.defence.gov. au/division/cyber-and-electronic-warfare-division
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Union of Concerned Scientists, ‘UCS Satellite Database’, updated 1 January 2021. https://www.ucsusa.
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Waters, ‘National Cyber Emergency Policy for Australia: Critical Infrastructure’
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Stilgherrian, ‘Australia’s cyber defense “pretty ordinary” before ASD’s Top Four’, ZDNet, 2 June 2015.
https://www.zdnet.com/article/australias-cyber-defencepretty-ordinary-before-asds-top-four.
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Australian Government, Australian Signals Directorate, ‘Australian Government Information Security
Manual’, September 2019. https://www.cyber.gov.au/ ism;
Australian Government, Australian Signals Directorate, ‘Strategies to Mitigate Cyber Security Incidents’
(which complements the advice in the ISM), February 2017.
https:// www.cyber.gov.au/publications/strategies-to-mitigate-cybersecurity-incidents;
Australian Government, Australian Signals Directorate, ‘The Essential Eight Maturity Model’, 26
June 2020.
https://www.cyber.gov.au/acsc/view-all-content/publications/essential-eight-maturity-model
4, Australian National Audit Office, ‘Cyber Resilience’, Auditor General Report, no. 53 of 2017-18, 28 June
2018. https://www.anao.gov.au/work/performance-audit/cyber-resilience-2017-18.
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Australian National Audit Office, ‘Cyber Resilience of Government Business Enterprises and Corporate
Commonwealth Entities’, Auditor General Report, no. 1of 2019-20, 4 July 2019.
https://www.anao.gov.au/work/performance-audit/cyber-resilience-government-businessenterprises
-and-corporate-commonwealth-entities.
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Joint Committee on Public Audit and Accounts, ‘Report 485 Cyber Resilience’, December 2020.
https://www.aph.gov.au/Parliamentary_Business/Committees/|oint/Public_Accounts_and_Audit/Cy-
berResilience2019-20/Report.
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International Telecommunication Union, ‘Global Cybersecurity Index 2018’, p. 58.
https://www.itu.int/dms_pub/itu-d/opb/str/ D-STR-GCI.01-2018-PDF-E.pdf.
3. growth center
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Australian Government, Department of Industry, Science, Energy and Resources, ‘Industry Growth Centers’,
https://www.industry. gov.au/strategies-for-the-future/industry-growth-centers.
5. AustCyber
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AustCyber, ‘Australia’s Cyber Security Sector Competitiveness Plan - 2019 Update’, December 2019,
https://www.austcyber.com/ resource/australias-cyber-security-sector-competitivenessplan-2019.
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Australian Government, ‘Portfolio budget statements 2016-17: Budget related paper no. 1.5: Education
and Training Portfolio’, pp. 14, 20,
https://www.dese.gov.au/download/3174/education-andtraining-portfolio-budget-statements
-2016-17-full-version/18354/document/pdf.
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Greg Austin, ‘Twelve Dilemmas of Reform in Cyber Security Education’, in Greg Austin (ed.), Cyber Security
Education: Principles and Policies (Abingdon: Routledge, 2020), pp. 208-21,
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Australian Government, Department of Home Affairs, ‘Australia’s Cyber Security Strategy 2020’, p. 42.
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‘Australia Needs Civil Defense against the Cyber Storm: Policy Report’, Research Group on Cyber War
and Peace UNSW, University of New South Wales Canberra, 31 March 2019, p. 3,
https://www.unsw.adfa.edu.au/unsw-canberra-cyber/sites/accs/files/uploads/Policy%20 Re-
port%20Cyber%20Civil%20Defence%2031%20March%202019_1.pdf.
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Rajiv Shah, ‘Protecting critical national infrastructure in an era of IT and OT convergence’, Australian
Strategic Policy Institute, Policy Brief, no. 18/2019, 12 July 2019,
https://www.aspi.org.au/report/protecting-critical-national-infrastructure-era-it-and-otconvergence.
3. Asia-Pacific Economic Cooperation (APEC)
4. ASEAN Plus framework
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Australian Government, Department of Defense, ‘2016 Defense White Paper’, Canberra, 2016, p. 45,
https://www. defence.gov.au/WhitePaper/Docs/2016-Defence-WhitePaper.pdf.
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Australian Government, Department of Foreign Affairs and Trade, ‘Australia’s International Cyber
Engagement Strategy’, October 2017,
https://www.dfat.gov.au/international-relations/themes/cyber-affairs/Pages/australias-international
-cyber-engagement-strategy.
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UN Office for Disarmament Affairs, ‘Developments in the field of information and telecommunications
in the context of international security’,
https://www.un.org/disarmament/ict-security.
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UN Office for Disarmament Affairs, ‘Developments in the field of information and telecommunications
in the context of international security’,
https://www.un.org/disarmament/ict-security.
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‘Australia, Huawei and 5G', 1SS Strategic Comments, vol. 25, no. 28, October 2019, https://www.iiss.org/
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Rosie Perper, ‘Australia snubbed Huawei and completed its undersea cable project to bring high-speed
internet to Pacific Islands’, Business Insider, 28 August 2019,
https://www.businessinsider.com.au/australia-snubs-huawei-finishesundersea-cables-for-pacific
-islands-2019-8?r=US&IR=T.

Alan Burkitt-Gray, ‘Australia slams Huawei for “security vulnerabilities” in PNG data center’, Capacity
Media, 12 August 2020,
https://www.capacitymedia.com/articles/3826128/ australia-slams-huawei-for-security-vulnerabilities
-in-pngdata-centre.
2. Papua New Guinea
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Alan Burkitt-Gray, ‘Australia slams Huawei for “security vulnerabilities” in PNG data center’, Capacity
Media, 12 August 2020,
https://www.capacitymedia.com/articles/3826128/ australia-slams-huawei-for-security-vulnerabilities
-in-pngdata-centre.
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‘National Security Update on Counter Terrorism: Address to the House of Representatives, Parliament
House, Canberra’, 23 November 2016,
https://parlinfo.aph.gov.au/parlinfo/search/display/display.w3p;query=Id:%22media/pressrel
/4951827%22.
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‘Director-General ASD speech to the Lowy Institute’, 27 March 2019,
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Ministere des Armées, ‘Livre blanc: Défense et sécurité nationale’, 2008,
http://archives.livreblancdefenseetsecurite.gouv.fr/2008/information/les_dossiers_actualites_19/
livre_blanc_sur_defense_875/livre_blanc_1337/livre_blanc_1340/index.html.
2. National Cybersecurity Agency (Agence nationale de la sécurité des systémes d'information)
3. Secretariat General of Defense and National Security (Secrétariat général de la défense et de la
sécurité nationale)
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Agence nationale de la sécurité des systemes d'information, ‘Défense et sécurité des systémes
d'information: Stratégie de la France’, 2011,
https://www.ssi.gouv.fr/uploads/IMG/pdf/2011-02-15_Defense_et_securite_des_systemes_d_information
_strategie_de_la_France.pdf.
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Ministére des Armées, ‘Livre blanc: Défense et sécurité nationale’, 2013,
http://www.livreblancdefenseetsecurite.gouv.fr/pdf/le_livre_blanc_de_la_defense_2013.pdf.
2. Emanuel Macron
3. Marine Le Pen
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Jean-Baptiste Jeangéne Vilmer, ‘The ‘#Macron Leaks” operation: A post-mortem’, Atlantic Council,
20 June 2019,
https://www.atlanticcouncil.org/in-depth-research-reports/report/the-macron-leaks-operation-
a-post-mortem.
5. ComCyber
6. Ministry of Armed Forces (Ministere des Armées)
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Ministére des Armées, ‘Le commandement de la cyberdéfense (COMCYBER)
https://www.defense.gouv.fr/ema/organismesinterarmees/le-comcyber/le-comcyber/comcyber.
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Ministere des Armées, ‘Eléments publics de doctrine militaire de lutte informatique offensive’, 2019, p. 4,
https://www.defense.gouv.fr/fre/content/download/551497/9393997/EI1%C3%A9ments%20
publics%20de%20doctrine%20militaire%20de%20lutte%?20informatique%200FFENSIVE.pdf.
3. Strategic Review of Cyber Defense

,
1
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Secrétariat Général de la Défense et de la Sécurité Nationale, ‘Revue stratégique de cyberdéfense’,
12 February 2018,
http://www.sgdsn.gouv.fr/uploads/2018/02/20180206-np-revuecyber-public-v3.3-publication.pdf.
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Frangois Delerue and Aude Gery, ‘France’s Cyberdefense Strategic Review and International Law’,
Lawfare, 23 March 2018,
https://www.lawfareblog.com/frances-cyberdefense-strategicreview-and-international-law
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Arthur P. Laudrain, ‘French Cyber Security and Defense: Strategy, Policy-Making and Coordination’,
SSRN Working Paper Series, v.2.3.3, 2019, p. 20,
http://dx.doi.org/10.2139/ssrn.3432338.
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Secrétariat Général de la Défense et de la Sécurité Nationale, ‘Révue stratégique de cyberdéfense’, p. 7,
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Florence Parly, ‘Déclaration de Mme Florence Parly, minister des armées, sur la manipulation de
I'information’, Vie publique, 4 September 2018,

https://www.vie-publique.fr/discours/206652-declaration-de-mme-florence-parly-ministredes

-armees-sur-la-manipulat.
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1. Ministerial Policy for Defensive Cyber Warfare
Ministere des Armées, ‘Politique ministérielle de lute informatique défensive’, 2019.
2. Public Elements for the Military Doctrine for Offensive Cyber Warfare.
Ministére des Armées, ‘Eléments publics de doctrine militaire de lutte informatique offensive’, 2019.
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Ministere des Armées, ‘Communiqué: La France se dote d’une doctrine militaire offensive dans le
cyberespace et renforce sa politique de lutte informatique défensive’, 18 January 2018,
https://www.defense.gouv.fr/fre/salle-de-presse/communiques/communique_la-france-se-
dote-d-une-doctrine-militaireoffensive-dans-le-cyberespace-et-renforce-sa-politique-delutte-
informatique-defensive
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Agence nationale de la sécurité des systémes d'information, ‘Le Volet Cybersécurité de France Relance’,
September 2020,
https://www.ssi.gouv.fr/agence/cybersecurite/le-volet-cybersecurite-defrance-relance.
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‘Unplana1milliard d’euros pour renforcer la cybersécurité’, Gouvernement.fr, 18 February 2021, https://
www.gouvernement.fr/un-plan-a-1-milliard-d-euros-pour-renforcer-la-cybersecurite.
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‘Dossier de presse - Cybersécurité, faire face a la menace: la stratégie francaise’, Gouvernement.fr, 18
February 2021,
https://www.gouvernement.fr/sites/default/files/contenu/piece-jointe/2021/02/210218_dp_cyber_
vfinale.pdf.
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2. Defense and National Security Council (Conseil de defense et de sécurité nationale)
3. Chief of General Staff
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1. Cyber Defense Executive Committee
2. Cyber Defense Steering Committee
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Institut des hautes études du ministére de I'Intérieur, ‘Organisation de I'Etat francais en gestion de crise
cybernétique majeure’, 2019,
https://inhesj.fr/articles/organisation-de-letat-francais-engestion-de-crise-cybernetique-majeure.
6. Security Operations Centre

Laudrain, ‘French Cyber Security and Defense’, p. 24
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Laudrain, ‘French Cyber Security and Defense’, p. 19,
2. Centre for the Analysis of Cyber Defense (Centre d'analyse de lutte informatique defensive)
3. Center for the Review of Information Systems Security (Centre d’audit de la sécurité des systéemes
d'information)
4. 807th Signals Company
5. Rennes
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COMCYBER, ‘GDA Tisseyre: “‘On est 3400 cybercombattants et on deviendra 4500 en 2025", @Comcy-
berFR on Twitter, 12 September 2019,
https://twitter.com/ComcyberFR/status/117 2186486134968322.
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1. Defense Intelligence and Security Directorate (Direction du Renseignement et de la Sécurité de la Défense)
2. Directorate of Military Intelligence (Direction du renseignement militaire)

3. General Directorate for Internal Security (Direction générale de la sécurité intérieure)

4. Direction générale de la sécurité extérieure
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2. Joint Staff Office
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‘Regarding Response to Cyber Attack’, undated,
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4. Western Army of the Japan Ground Self-Defense Force
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1. Tokyo Ohka Kogyo Co., Ltd.
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https://www8.cao.go.jp/space/qzs/qzs.html
2. Quasi-Zenith Satellite System
3. Aerospace Exploration Agency
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Quasi-Zenith Satellite System (QZSS), ‘Overview of the Quasi-Zenith Satellite System (QZSS)’,
https://qzss.go.jp/en/overview/services/sv01_what.html.

4. Global Positioning System
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Quasi-Zenith Satellite System (QZSS), ‘[Report] Deliberations on QZSS at the 7th Session of the IMO's
NCSR’, 5 March 2020,
https://qzss.go.jp/en/events/imo_200305.html.
6. International Maritime Organization
7. Worldwide Radio Navigation System

0095 pozyielBa cylig A
Defense of Japan 2020, pp. 266-7.

Yot



o €208 5 (5l slasaiales LIS b

Lo 8)S (Suige lagaiailyi g oyl Lad o ol duiz 5 o) 35505 (2l
2ebs i) ol lhsloais oS ol SISO zge (g puilid el )a 8
30 ol b)) e jo ccuwlsasly 095 lad slagaiaslys Glis) sav)ys sus
Siydelip Bua b gdwlSaylol oy Lo (3lad cowbiw o]y sliw Yore JLuw
PPy Jlaw jo by ol o ogle ols JuSind (olasd 85> Syidiv slacbles
sudge AT dlolw 635, 5a slp pasisolel cugs 1) alad wldee ¢lyolSwl
2OyS olol T olas

Sl 59l g il
QS0 3L 9l del g sLaiBl o (5950 LindS (Groluw g Jluzoo slag)glis
G2l 6yl b5 51 5oS ol g Jlinans bl g3l phw dyd>gilg
& yoxio g4S sl 4 yolus Gpolw ladles £489 4S iblys (lgs 50
Sl aalgs (gasaids sl cuw!
b i solw 6yglols L) cagoyo yolj coleludl g Lagiuydely
6ho 6ol cadtel crwliw o jLET g 1Sg5 VoY Seallib 9 Sepadl wlés Lo
o=l 50 02l Umae slaidly wicw Olgmicdy AW \A) (Sl slacs w5l cblas
Ui g (50 gua> iy (_gLQ;c;uS)L.‘imjl doldiw! dicw le 09 (50 LI G0 Djg>
o b ol gladles | Guy s luop; el 9 6)glol cogls cage g
1. Strategic Headquarters for National Space Policy
2. Space Operations Squadron
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National Center of Incident Readiness and Strategy for Cybersecurity, Cybersecurity Strategy, 27 July 2018.
5. Cybersecurity Policy for Critical Infrastructure Protection

Yof



Kl

Bobmy
bl g olelbl g)gls sla ohls ausyo e aS¢pl ds dzgi b asls o caranlibls
s Ghaia WelS yol ol i3 815 U ogni i &
L) 95 5,505 55 395 Sl Glaolojlo b (JPCERT) el slaibly 598 ks 09)S
Sialen (ol Wgo Lid 5 oguai (b )0 (598 ol SuiSE sleeg)S 525 5
ol 9ynly g ko (Solel e jSye iy (g0 $145L)) 5)5-8 ol 09)S ol
cdgiue aS w6 "edgs el wlidas Sualas pub objue (NISC) gyl
ly slasbily 6)5-8 pwly slaog),S jlisLuw jo wilelbl oS g (385 5yl STl 4
Sojlo sagey
Olgieds gyl &olgs a4 bgye slassls 6l dSSlyiild gl 85 solyl g0
2ol G2l dgin s p3pa iy (oguas (it 5o Syl Gyglo LS e )0 el 2le
5l lyenS)y s oyl Olyow BTG oyl alizo Siy8 g () lisluw Jolge jo ddn,
el (el sl g0 slaoles o a5l e (Siunlg sl Blue craal

Penle Sl (a5 Ses gile dS (3l 4o oyla uw Ug) 9 Gyl

100 92y
National Center of Incident Readiness and Strategy for Cybersecurity, ‘Summary of Cybersecurity Policy
for CIP (4th Edition)’, 25 July 2018,
https://www.nisc.go.jp/eng/pdf/cs_policy_cip_eng_v4_summary.pdf.
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Mihoko Matsubara, ‘A Glimpse into Private Sector Security in Japan’, Lawfare, 26 June 2018,
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1. Ministry of Economy, Trade, and Industry
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https://www.meti.go.jp/english/press/2017/1116 _001.html.
4. National Institute of Standards and Technology
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1. Japan-US Cyber Dialogue
2. Japan-US Policy Cooperation Dialogue on the Internet Economy
3. Cyber Defense Policy Working Group
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Asia Pacific Computer Emergency Response Team, ‘TSUBAME Working Group’,
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1. Public Sector Cyber Security Framework
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National Cyber Security Agency, ‘RAKKSSA: Rangka Kerja Keselamatan Siber Sektor Awam’, April 2016,
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3. Ministry of Defense
4. Malaysian Armed Forces
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‘Dasar Keselamatan Teknologi Maklumat Dan Komunikasi (DKICT)', January 2017,
http://www.stride.gov.my/v2/images/contents/DKICT-MINDEF_VER-5_1-JAN-2017.pdf.
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October 2020,
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2. National Defense Policy of 2010
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‘Malaysia’s National Defense Policy’, 2010, pp. 12-13, https://web.archive.org/web/20181024164353/
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4. National Security Council

YAY



€ —

B sllemi¥

S YoV Jlaw 53 aST(INACSA) (5l el o (lojlw sl dund > JuSis b

Shzl CSiales g a5leslus i) Ui (0905 aile ()9l cad giuo g cowlooi
5505 ) 31 35 310 835530 b o a5 g (Sl 3 6 yibes nsiel s
2l caal Glo vlojluw slacdglue }500 oS e by Lo mhiw 5o
9 Grla ol 8jg2 )0 (15198 Sl21 9 ISP gy (Sloladl s vl 50
LS oyl Gogias g (9o it 99 58 50 (25 5 (B la)Swen izen
90 slaplojlw plw jlwSialen dabg (uicad §polw sl Lo olojlw
ool oyl yawdl {38 FUS Glitwsls S5Bs dlasil) g polw caial jg> o0 Jled
el el 5 "llusiz 5 Sl s Fisiile syl nsiol ol oo
Syl sagep |y (foBuiuSyas jgal g 1o
Gyl 80 Sldac 3Sy0 Yol Jlw o 53dle plno slangysd g sL8o wyljg
bl g olellbl g)glis sladSuis g bypiwuw jl cdiblxe Baa L1, *(CDOC)

1400940 g9y .

‘National Security Council: Govt to set up special task force to identify cyber security issues’, Malay Mail,
17 December 2020,
https://www.malaymail.com/news/malaysia/2020/12/17/nationalsecurity-council-govt-to-set-up
-special-task-force-to-identifycyb/1932893.
2. National Cyber Security Agency
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National Security Council, Prime Minister’s Department, ‘Frequently Asked Questions’,
https://www.nacsa.gov.my/fag.php.
4. Attorney General's Chambers
5. Chief Government Security Officer
6. Cybersecurity Malaysia
7. Ministry of Communications and Multimedia
8. Ministry of Domestic Trade and Consumer Affairs
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Cyber Security - Towards a Safe and Secure Cyber Environment (Kuala Lumpur: Academy of Sciences
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1. Prime Minister's Department
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National Security Council, ‘Directive No. 20, Policy and Mechanism of National Disaster Management
and Relief’,
https://www.adrc.asia/management/MYS/Directives_National_ Security_Council.html.
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Maijlis Keselamatan Negara, ‘Sejarah’, 20 January 2019,
https:// www.mkn.gov.my/web/ms/sejarah-mkn
4. National Intelligence Committee
5. National Intelligence Division
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Philip H. J. Davis, ‘All in Good Faith? Proximity, Politicization, and Malaysia’s External Intelligence
Organization’, International Journal of Intelligence and Counterintelligence, vol. 32, no. 4, May 2019,
pp. 691-716,

https://www.tandfonline.com/doi/abs/10.10 80/08850607.2019.1621105.

7. Special Branch

8. Royal Malaysia Police

9. Malaysian External Intelligence Organization

10. Defense Staff Intelligence Division

11. Royal Signals Regiment (Malay: Regimen Semboyan Diraja)

12. Royal Intelligence Corps
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1. US Defense Intelligence Agency
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Marhalim Abas, ‘Restructuring of the Signals Regiment’, Malaysian Defense, 19 November 2019,
https://www. malaysiandefence.com/restructuring-of-the-signals-regiment.
3. Research Department of the Prime Minister
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‘Malaysia’s digital economy now contributes one fifth to GDP’, Consultancy.asia, 7 July 2020,
https://www.consultancy.asia/news/3370/malaysias-digital-economy-now-contributes-onefifth
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13090 £y O
World Bank Group, ‘Malaysia’s Digital Economy: A New Driver of Development’, September 2018,
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1. Malaysia Digital Economy Corporation
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Malaysia Digital Economy Corporation, ‘Who We Are’,
https:// mdec.my/about-mdec/who-we-are.
2. Multimedia Super Corridor
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Malaysia Digital Economy Corporation, ‘What We Offer’,
https://mdec.my/what-we-offer/msc-malaysia.
4. Silicon Valley
5. National eCommerce Roadmap
6. National Big Data Analytics Ecosystem
7. Digital Free Trade Zone
8. National loT Framework
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Malaysia Digital Economy Corporation, ‘A Nation’s Commitment to the Digital Economy’,
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10. National Al Framework
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18 May 2020,
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B.K. Sidhu, ‘Going beyond fibre for internet throughout Malaysia’, Star, 28 January 2019,
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20 December 2020,
https://chuvpilo.medium.com/ai-research-rankings-2020-canthe-united-states-stay-ahead-of-chi-
na-61cf14b1216

YAA



€ —

B sllemi¥

©6oloyly8 Yo¥o Jluw y5 ol e giuan g (5)9id g Ll iyl wleas a3y disej
GEFae g Sb gl wlo)l8 (ol iz geds .0y Lael Guz (5)slid Sy b 9o b
535 5Lk V51 i Yo Jla BTl g o aalgs Gy aols 50033165 5o g3l
29 GEaiuan g 6)5Lid (52554 & )5 a2y (0l L ad wale ) liSeleyw
b (suoyd YE/2) (535 g06] aible (ol giS b dwnlio jo dS cwl (amoyo AN) s lle
Sl ©5a2l p8) (aueya W) wily
9 "JU ool BLS Sy g0 )Luitz 4o oS 2l 6599 38 sl b5 iy
FS2 S sy i plow Gapb1del L padiue jobdy a5 ol "sille plSals
\¥,000 5Ll 9263 e By xSy (133 S JU gauwlb BLS caSy o .abgdv 50 8410
Ui 51 oSS Lot Lo a5 canl y9.S s anlyus 53 89 b (1S kool
sa@odihl S, b Leid sille pSals Sy JuiS e solaiwl |y 09250 5L
oo g oo S Lo B jo S il )5S ol yo ey Wb gy il
Sy ol o Bl Bloas HoiS ywlyw jo Hleils el e VD & ogas

L)J:Le-.) C).}.L’BAQ 9).14091&5\‘\0,000 dg_bd_.) L’_.)l_.)).)).:\) d_)lsw Yo )‘ UJ:L_J:.:‘ st‘-)

105 g9y
Royce Tan, ‘Al Park Will Help Malaysia Take the Lead in Digital Future’, Star, 17 October 2020,
https://www.thestar. com.my/business/business-news/2020/10/17/ai-park-will-helpmalaysia-take-
the-lead-in-digital-future.

NG| V- ¢
3. Tenaga Nasional Berhad
4. Telekom Malaysia Berhad
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4. TIME dotCom
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lite-successfully-launched-into-orbit/13765
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Caleb Henry, ‘Measat buying single replacement for two satellites’, SpaceNews, 6 May 2019,
https://spacenews.com/ measat-buying-single-replacement-for-two-satellites.
3. Computer Crime Act
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Computer Crimes Act 1997, Laws of Malaysia, Act 563,
http://www.agc.gov.my/agcportal/uploads/files/Publications/LOM/ EN/Act%20563.pdf.
5. Global Cybersecurity Agenda
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International Telecommunication Union, ‘Global Cybersecurity Agenda’,
https://www.itu.int/en/action/ cybersecurity/Pages/gca.aspx.
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1. Communications and Multimedia Commission
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Communications and Multimedia Act 1998', Commonwealth Legal Information Institute,
http://www.commonlii.org/my/ legis/consol_act/cama1998289.
2. Personal Data Protection Act

109 pozy W

Personal Data Protection Act 2010, Laws of Malaysia, Act 709,
http://www.agc.gov.my/agcportal/uploads/files/Publications/LOM/EN/Act%20709%2014%206 %20
2016.pdf.

4. National Cyber Coordination and Command Centre
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National Cyber Coordination and Command Centre, ‘About Us’,
http://www.nc4.gov.my/about_us.
6. National Cyber Crisis Management Committee

109k 92y Y
National Cyber Coordination and Command Centre, ‘About Us'.
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International Telecommunication Union, ‘Global Cybersecurity Index 2018’, p. 38,
https://www.itu.int/dms_pub/itu-d/opb/str/ D-STR-GCI.01-2018-PDF-E.pdf.

9. Coordinated Malware Eradication and Remediation Project

10. ITU’s 2018 Global Cybersecurity Index
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International Telecommunication Union, ‘Global Cybersecurity Index 2018’, p. 38.
2. Cyber Intelligence
3. International Islamic University Malaysia
4. Cyberrange
) ‘ . i 143090 £92) O
Cyber Intelligence, ‘Cyber Intelligence (Cl)’,
https://www. cybersecurityintelligence.com/cyber-intelligence-ci-4798.html.
109D g9y F

CyberSecurity Malaysia, ‘Milestones’,
https://www.cybersecurity.my/en/about_us/milestones/main/detail/2325/ index.html.
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Chew Kherk Ying, ‘Cyber Security 2020, Malaysia’, Chambers and Partners, 16 March 2020,

https:// practiceguides.chambers.com/practice-guides/ cybersecurity-2020/malaysia.
2. 2020 Cyber Security Strategy

EERTEWETY Ty
National Security Council, Prime Minister's Department, ‘Malaysia Cyber Security Strategy 2020-2024,
pp.30-9.
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International Telecommunication Union, ‘Global Cybersecurity Index 2018’, p. 58.

LEREWEE S
Azian Ibrahim et al., ‘Cyber Warfare Impact to National Security - Malaysia Experiences’, paper presented
to FGIC 2nd Conference on Governance and Integrity 2019, Yayasan Pahang, Kuantan, Pahang, Malaysia,
19-20 August 2019, p. 222,
https://knepublishing.com/index.php/KnE-Social/article/ download/5052/10067.
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1. Organization of Islamic Cooperation’s Computer Emergency Response Team
2. Asia-Pacific CERT
3. Embedded Systems
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‘Malaysia’s cybersecurity, forensic labs among most advanced in the world’, Sun Daily, 27 May 2019,
https://www.thesundaily.my/local/malaysia-s-cybersecurity-forensic-labs-among-mostadvanced
-in-the-world-KM916936.
5. Forum of Incident Response and Security Teams
6. Internet Corporation for Assigned Names and Numbers (ICANN)
7. ASEAN Telecommunications and Information Technology Ministers’ Meeting
8. Asia-Pacific Telecommunity

109 £oy .9
Cyber Security - Towards a Safe and Secure Cyber Environment, p. 53.
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1. ASEAN Regional Forum
2. ARF Inter-Sessional Meeting on the Security and Use of Information and Communications Technology

EERTEWETY Ty
Association of Southeast Asian Nations, ‘Co-Chairs’ Summary Report - 1st ASEAN Regional Forum Inter-
Sessional Meeting on Security of and in the Use of Information and Communication Technologies’, Kuala
Lumpur, 25-26 April 2018, p. 2,
http:// aseanregionalforum.asean.org/wp-content/uploads/2019/01/ ANNEX-12.pdf.

ogd ooy W F
UN Office for Disarmament Affairs, ‘Developments in the field of information and telecommunications
in the context of international security’,
https://www.un.org/disarmament/ict-security.

ool oy .0
United Nations General Assembly, ‘Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security’, A/70/174, 22 July 2015,
https://www.un.org/ga/search/view_doc.asp?symbol=A/70/174.

el dwwdo (ijgal (5LaslS)LS o (idwl guac slayguinS plus jlogs bl L olyos (sPle wilolés .§
Gl vl glojlw 5)8can L amito Jdo lojlus 2w @15 g0l 4180 5 (Y14 Jo9l) Wyl g0yl
5100,yS Sy (Y14 659—’?))9;.’&3-“3

vas



O =

B sllemi¥

o2 Syl v s aiailyd
Fo¥o el80 cwliw g Yoo Lo £L80 ol jo sud ol slaolel slisiwla
e -3l 3525 rore3 5ylun 855 53 5o il s oS slaaiLits
slasd jlsolaiwl gPle cdgo 4S cawl o 1 GSlo g S ¢yl rwliw slasgais,
YWl g cewloolo 18 095 1Sy giuws jo |y solaidl dzwgd doliy opinn ¢l ©yolw

@ Lo g2 50 5oabS ol 8y g ioplplio SOy cuglol el aS 09y 0

gy dalss wiS Jlaisl Lazled (sl Llanl

yav



IS O — O O — O — O — — — — OO

SESESEEORSESESECIEIO © © O v v ~ O

_10101010111010100
- Or-HO-H OO "1O0OHOOAOAO = O — O
DA AT O OO0 A0 O — O
SIS O

0 OO = O O~ O~ OO RO NSRONONC

S I EEEEEEE ISR Y o ) O

4" O OO0 10O HO0OHOAO A0 — O —

sieleRoNokoNolok NoloR NoloRoNoRoNe
_JoNe)

10)\.)\.)))\.\;\»)\-\- P ¥
OO0 T Ltk

‘‘‘‘‘‘

- O — O O« O O « « O« OGN
el el ol NeNelk Nei (@ | @ (@ (e~

CICEEEIEEIEEIOO — O~ O~

pielel B el el Nl | (@ © @ e (@ e

—— — — O I EEEESC © — 0 — 000 oo

s @@= o) (@) =] (@) (=] (@) =1 (@) (=] (Sl i=




j/ :;
/4
/
/A

W = = T N
' 7 _- SN\ i

\

PLT

7,
\

. ..y,"':{(/'f'i'mum.’




ho @98 5 Gples slasaiasles LIS bl

o a8 gl johieds g ol ol dhyo o lasyal) jl glacgome plityg

oyl plishg jo .ciwlos;S (12945 (ol 8jg> jo dlasil gyl (SLAS jo 595
> S ol pUs clienss gl cowlw 8j9> 50 HaaSl>
SLaciulins gL HauiS (a2l g als j)8 yauliS (il )5 SI> (CPV) inigeS
Osizad g bl g wlelbl (5)gld (s Hlasl by jo dS cuwlss,Slizl soasie
02 b 310092 550 SuigyiSIl cdgo (sl cuil digej )0 yuSasdns by i
D 09108 (izxan g dzogy 39-1aS lody (g0 slaglejluw 3l )b (Lo
9529y 992 5yl el (4205 ) (g aile S0 b (sl caiol slaslasiul
G210 50l slaasags cob pSle o oSS a5 i 4 i@Blg)s aiius
cdgo s aS Lo ¢yl A o g 0 cdgo Lo 2l parass ;o (Sl 4 y=io
5 S0 id sl slacylge Gjgal ayo |y 95> (o galie 505920 Lty
230 polais] segac IS8l i nae 5 Sojelgsanl b gl o]y oy
95650 (gl laguiaslys ;o G )liSwley w LicalS i go 395 Al (ol &S
Wit (a8 b yoeb s pling ezl plw lagaiailyd.og-dis0 oz les
QL PY A, g yalno apag jliume o b cdgs ) iio g 2o (29)S Ll
ol sladlas slyzl s yolB 4S o)l culed 15.n S (ol 10 "¥Y L Sas) Luats |
il pgan 03y Gyl (sl aB g pliing g gamays anal glaidy o T s
35145 ol Jliazus jo5 1o 15253 lB slaciud b o Cdlanl @hlo g ¢yl aidl
Ul glociS) i S gl gyl el dhas o 395 ©aulS (sl olg3 wilgis

Ao 5o 6l Wleyw g 018 colascuss |y byl g ole bl (5y5lsd disoj 4o

1. Communist Party of Vietnam
2. Advanced Persistent Threat (APT32)
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1. Approving the National Planning on Development of Digital Information Security

1 0gdb oz WY
Prime Minister’s Decision No. 63/QD-TTg, ‘Approving the National Planning on Development of Digital
Information Security through 2020’, 2010,
https://vanbanphapluat.co/decision-no-63-qd-ttg-approving-the-national ~planning-ondevelopment-
of-digital-information-security-through-2020.
3. Ministry of Information and Communications
4. Ministry of Public Security
5. Government Cipher Committee
6. Ministry of Industry
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1. Network Information Security Plan
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Prime Minister, ‘Phé Duyét Phuong Hudng, Muc Tiéu, NhiémVu Bao Dam An Toan Thong Tin Mang Giai
Doan 2016-2020’, 27 May 2016,
https://thuvienphapluat.vn/van-ban/Cong-nghe-thongtin/Quyet-dinh-898-QD-TTg  phuong-huong-muc
-tieu-nhiem-vubao-dam-an-toan-thong-tin-mang-2016-2020-313149.aspx.
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4. Law on Network Information Security
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National Assembly, ‘Ludt an toan thong tin mang’, 86/2015/QH13, 19 November 2015. For an official
translation,
https://vanbanphapluat.co/law-no-86-2015-gh13-on-cyberinformationsecurity-2015.
2. Cyber Security Law
EERTEWETY Ty
National Assembly, ‘Ludt An Ninh Mang’, 24/2018/QH14,12 June 2018,
https://luatvietnam.vn/an-ninh-quoc-gia/luat-an-ninh-mang-2018-164904-d1.html.
S s line 0leise ) S yo ) - el - oaundSSl dazys
https://data.allens.com.au/pubs/pdf/priv/cupriv22jun18.pdf.
1004 g9y W
Thomas ). Treutler and Giang Thi Huong Tran, ‘Update on the Implementation of Vietnam’s New
Cybersecurity Law and Status of Implementing Decrees’, Tilleke & Gibbins, 18 December 2019,
https://www.lexology.com/library/detail.aspx?g=8833627c-e189-4d60-a472-6ee742cc38fd.
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1. National Defense Law
National Assembly, ‘Luat Quéc Phong’, 22/2018/QH14, 8 June 2018,
https:/thuvienphapluat.vn/van-ban/bo-may-hanhchinh/ Luat-quoc-phong-340395.aspx.
3. All-People National Defense

4. Politburo
5. Strategy for the Homeland Protection in Cyberspace

105 o) WY

1090 £92y
Politburo Resolution 29NQ/TW dated 25 July 2018. VuVan Hien, ‘Enhancing the homeland protection
under the Party’s platform’, National Defense Journal, 10 November 2020,
http://tapchigptd.vn/en/theory-and-practice/enhancingthe-homeland-protection-under-the-partys
-platform/16265. html;

Ngo Xuan Lich, ‘The whole military resolves to successfully fulfil the military-defense tasks in 2019,
National Defense Journal, 4 January 2019,
http://tapchigptd.vn/en/theoryand-practice/the-whole-military-resolves-to-successfullyfulfil
-the-militarydefence-tasks-in-2019/13088.html.

o ; 105 £ozy LY
Ngoc Thuy Tran, ‘Nhitng Van D& v& Bdo vé Td Qubc Trén Khdng Gian Mang’, Quan khu 7, 3 October 2019,
https://baoquankhu7.vn/nhung-van-de-ve-bao-ve-to-quoc-trenkhong-gian-mang--191939649-
0015044534010gs.

1y gL A
Ministry of National Defense, ‘2019 Viet Nam National Defense’, October 2019, p. 52, ?OFESD)
http://news.chinhphu.vn/Uploaded_VGP/phamvanthua/20191220/2019VietnamNationa  IDefence.pdf.
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1. Central Military Commission
2. Propaganda Department
3. Ministry of National Defense
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5. Vietnam Computer Emergency Response Team.
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Ministry of Information and Communications, ‘Cybersecurity Emergency Response Center established’,
14 October 2019,
https://english.mic.gov.vn/Pages/TinTuc/139865/Cybersecurity-Emergency-Response-Center
established.html.
2. Authority of Information Security
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Ministry of Information and Communications, ‘Authority of Information Security’, 19 July 2020,
https://english.mic.gov.vn/pages/thongtin/114301/Authority-of-Information-Security.html.
4. National Electronic Authentication Centre
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Ministry of Information and Communications, ‘The National Electronic Authentication Centre’, 19 July
2020,
https://english. mic.gov.vn/pages/thongtin/114304/NEAC.html.
6. Cyber Security and High-tech Crime Prevention
7. Information Security and Communications

Fof



[ R
iWwlw & bgsyo Jluno 3y50 5o 305 wlbll)l g eslelb] coiol olojlw oo 0
ablio (izad g ©lbly)l g wlelbl (Suryd sladire) jo sl (Bobs sladis
8ygliine by 63 lasles 4y (g0 Hlwl (sLiindl g pSle cuuigeS Lo 5l olas! b
JAiS e )|
R3loyd lojlw aglie L spmluw el glojluw 90 55 (Lo glds yljg 5o
30 4S 5yolw aaileyd lejlw .o)lo 0529 " g0 (58S 5y Olojluw 5 " puluw
ey 4 s (w2 oleMbl (55518 @1lw ¢lojluw (513 Baa b YoV cowgST
el (2he! dieS lacl 51 S0) 8o 159 22U 58 0l 4S w0 LinhS " US sl
Gl 0010 3550 S0 g Gitmiw jS1h0 i dw i 5key8 slicw ol ¢ylejliw ¢y
Seinzd g (18 Jiluo & (Sous) 1ol H 90l plaxsl dlazl goasio caslbg g
39 W0 6) 8550y Ulejluw "3ls bagen |y sladye solw slawllas sl g
A gl g (G855 (el 9 ,9-0S b (§)liSTe) slaaSucis jl cblas cudgiue
Soylo sages]) dbgase lais)glid ddues 5o
) ) 39 £ 92y )
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https://tinhuytthue.vn/tin-tuc-trong-nuoc/kh-cn/chu-dongquyet-liet-trong-ph-ograve ngchong-toi
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‘Cuc An ninh Van hoa, thong tin, truyén thdng bdo cong dang Bac', Tien Phong, 5 May 2018,
https://www.tienphong. vn/xa-hoi/cuc-an-ninh-van-hoa-thong-tin-truyen-thong-baocong-dang-bac
-1269610.tpo.
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4. Government Cryptographic Agency
5. Information Technology Department
6. Chief of the General Staff
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Ministry of National Defense, ‘2019 Viet Nam National Defense’.
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1. Vietnamese People’s Army
2. Force 47
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Hon 10.000 ngudi trong ‘Luc lwong 47' ddu tranh trén mang’, Tudi Tré, 25 December 2017,
https://tuoitre.vn/hon-10-000-nguoi-trong-luc-luong-47-dau-tranh-trenmang-20171225150602912.htm.
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Maj. Gen., Associate Prof. Nguyen Hung Oanh, ‘The Political Officer College grasps and executes the
Politburo’s Resolution 35, National Defense Journal, 16 October 2019,
http://tapchigptd.vn/en/research-and discussion/thepolitical-officer-college-grasps-and-executes-the-
politburosresolution-35/14514.html.
5. General Department of Intelligence
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1. General Department of Security
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Carlyle A. Thayer, ‘The Apparatus of Authoritarian Rule in Vietnam’, Critical Studies of the Asia Pacific
Series, vol. 31, no. 2, 2014, pp. 279-83,
https://link.springer.com/chapter/10.1057/9781137347534 _7#aboutcontent.
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Hai Thanh Luong et al., ‘Understanding Cybercrimes in Vietnam: From Leading-Point Provisions to
Legislative System and Law Enforcement’, International Journal of Cyber Criminology,vol. 13, no. 2,2019,
https://www.cybercrimejournal.com/LuongetalVol13Issue2l)CC2019.pdf.
4. Government Security Program
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‘VN to join Microsoft's network security protection programme’, Viét Nam News, 20 December 2019,
https://vietnamnews.vn/society/570139/vn-to-join-microsofts-network-securityprotection
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6. General Department of Military Intelligence
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1. National Cyber Security Monitoring Centre
2. Cyber Security Control Centers
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EEREWETY Ty
Nick Carr, ‘Cyber Espionage is Alive and Well: APT32 and the Threat to Global Corporations’, FireEye,
14 May 2017,
https://www.fireeye.com/blog/threatresearch/2017/05/cyber-espionage-apt32.html.
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Tran Luu, ‘Vietnam determines to develop digital economy’, Saigon Online, 4 February 2020,
https://sggpnews.org.vn/science_technology/vietnam-determines-to-develop-digitaleconomy
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Bui Thanh Truan, ‘Difficulties and challenges in the development of digital economy in Vietnam’, Political
Theory, 25 August 2020,
http://lyluanchinhtri.vn/home/en/index.php/practice/item/723-difficulties-and-challenges
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Chinese Academy of Information and Communications Technology, ‘Quangiu shuzi jingji Xin tujing
(2019 niadn)’, October 2019, p. 12,
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3. National Digital Transformation Program
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Prime Minister, ‘Introducing Program for National Digital Transformation by 2025 with Orientations
Towards 2030, Decision 749/QD-TTg, 3 June 2020,
https://vanbanphapluat.co/decision-749-qd-ttg-2020-introducing program-for-nationaldigital-
transformation.
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Ministry of Information and Communications, ‘VN's IT industry maintains growth momentum’, 25
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https://english.mic.gov.vn/Pages/TinTuc/140438/VN-s-ITindustry-maintains-growth-momentum.html.

H:8] ;)s.u) &99) Y
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1. Vietnam National Space Centre
2. Space Technology Institute
3. Vietnam Academy of Science and Technology
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